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nnelWeb warns to use caution entering The Cloud’

moved us from cornputer, to cluster, to ¢ f ining Bl Rl CEUGSATLONENC BUEERERUBHREN B EO e hoUSEd Somewhere other than on-site introduces certain unknow security:

ChannelWeb repo f , ; jance (CS, bined t NEYAITE wclotdicomputnamey doralsoimake recommendations on how: to) avoid many. of this issues.

s Use
corn puurg Infrast Lre ice (laaS) provide fe SIS EBIEH P INIOEESERy Il yAEH RGN ENorEthenia credibcardinumber to et up and running with cloud computing services, the cloud is
licious code authors irninals to work with relative irnpunity. This creates corcerr for gossiole siedreheACIECKgiaiiacks disthbiited denial-of-sernvice (DPoS) attacks; hosting malicious data; and a:

oIS B e LR BI G L BTRCOI EENBIVEN T OSPECHION O CUStomEr network traffic; and monitoring public blacklists to quell potential

er ; 3 AIEN SHoI N e ENNHENHCAUON ECCESSIcontrol, encryption and activity: monitering andlmust be designed to
lmvenr oohr . t ) 23, sLC ution ¢ J .)lI]]F ol thE interfaces toradd services for CUSIOMETS; the riskiincreases as customer credentials may: now: be in

ting environrmner i AR S i eI SN ISIdEMNCIEasES I clotd environments: There s a lack ofi transparency. into some cloud
rocerlur, me provider rrzy not revezl how erng) { i SInonitredioRhowWAtanalyZeseportsiorn policy compliance. Additionally, end users have little visibility into the
r, which could open the door for 2 adversary, fiacke i i fideriizl inforrrrziion o el conirol of i alotel Ugdsiggize);

ting agzinst mealicious | i S ppjy chizir) J’]’].’_—lngl_gen'jen'[ apiel copeluciinig) a L_)U]r)r-'-‘ eSS EIREEEESEIEN I SPECIING NUManTESOUrce reguirements  as part of legal contracts; requiring
arericy into overall secur f { ortirie); awd determining a security Orezch ratificai
Technology | St
V-—'J’JJOJ‘ jeryices | i trycture i i i arerliisct is TENISEUNON U e ESENEEEHMIESHOpEating systems and physical resources. Hypervisors can sometimes enable guest
i i i | he CSA IECONIENS; that SHeneCopEUnenElZEHonMEEmployeditoensureindividual customers don't impact the operations of other

*T9 groi Sy i OIERCEI NS SN e EN S ECH A E SN ECH CESN OIS al Bt e o i T U O CHILOI e EVIehmEn S ortnattherizedichanges and activity; premote strong authentication access
cofiirol fo i accass and ggereiions: snforcs service lavel agragrianis for gaicninle) snc vulnaregility reradiziions s comeict vulsaeoling seeminef cilel cogiejtgeiio) el
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ACCONEIENRONENE B IERSE U BN CER eI a et Al e B M PIeMISENNEIEasSEST I Ot compUtng e Clotdicreates arnEpaadigmNerpossikie deletionioralteration offrecordsiwithout backups of the original, or unlinking| a record from
N TGO ONEEN BUTECOYE Al M ENC DUERESOROPE S EN CuI R ORU Al O iZE U P A ESHO N EINIECCESSHON U i EthrEaiiESIthErC otuSiarchitecitiral Charactersticsio thwart potential data [oss  or leakage the CSA suggests
clouENISErsNmpIEMENESHONUNARIFECEESS Contiol enchypiandiprote chintegnty o datain tiansit; analyzerdatarprotection athothidesigniandiiunitime; and implement stronadlkey  generation, storage and management, and destruction practices.
EthERISErSIShotldconEctiElyAdEmanticioutpioVidESAVPE P EISISIERITEdiEEOrEN S eI EASEdNNO e IOoIIEnd SPECTHC ProViderbackup and etenton stiategies

ACCOIUINONOIRSEVICENITECKING
Alcommonisecurty threatinany environment; account and senvice hijackng stillfexists inithe: cloudt Actually; the cloud adds a new threat to the landscape. Eromi phishing and fraud scams tovulnerability exploitation, attackers can access
CredentigissandNsassordsIhichN EESIEiBhEST aleoite e used RN atiackengetsiose they canieavesurop on useracuvitiesiand transactions; manipulaterdatasreturmfalsified information; and redirect clients to illegitimate Wel sites.

WhileNsoundsikercommonsensey lisersishiouldiprombiithe shanng eraccountcredentialsthetween users andiSenvices; |everage worfactor authentication where possible; employ proactive monitoring; andiunderstand cloud provider
security policiesiand SIEAs; the €SA said)

Unknown RiskRrofile

Because cloud computing reduces the amount oft hardware and software a company: has andl also  reducesithe amount ofimaintenance, there is a clear financial and operational benefit. However, saving time and money: could cause
companies tolowertheirguard asit comes torsecurity, Companies opting for “security by ebscurity” may. be thehardest hit'as it can resultiin unknown expostires. It could alsoiimpair the in-depth analysis reguiredfhighly controelled or
regulatedioperational areas.

Prevention starts with disclosure ofiapplicable logs and data; partial or fulll disclosure ofiinfrastructure details; and monitering|and alerting on necessary information, the CSA suggests.
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